
  

 

Abstract—Halka is a lightweight block cipher proposed by 

Sourav Das in 2014. The block length of Halka is 64 bits and its 

key length is 80 bits. Halka uses 8-bit S-box for nonlinear 

permutation and uses bit shuffle for the linear permutation. In 

the differential cryptanalysis by the designers, the number of 

active S-box at each round is estimated to be 2, and differential 

attack can be mounted up to 5 rounds of Halka. In this article, 

focusing on Halka that has bit shuffle and 1-bit difference of 

active S-box at each round, we derive the new maximum 

differential characteristic probability (DCP). By analyzing 

trellis diagram of differential trails, we newly find that the 

maximum DCP of Halka is 2
60

 for 10 rounds of single trail and 

2
62.58

 for 13 rounds of multiple trail, which are the results that 

the designers would not report. 

 
Index Terms—Differential cryptanalysis, block cipher Halka, 

multiple trail, 1-bit difference.  

 

I. INTRODUCTION 

Halka is a lightweight block cipher with SPN structure 

proposed by Sourav Das in 2014 [1]. It consists of non-linear 

processing using 8-bit S-box and linear processing using 

bitwise permutation. The data block length of Halka is 64 bits 

and its key length is 80 bits. Here we call S-box “active” if the 

input and/or output difference of S-box is a nonzero 

difference. The designers evaluated that the number of active 

S-box is 2 at each round and that differential trail used for 

attack is limited up to 5 rounds of Halka. 

On the other hand, we call S-box “1-bit active” if the 

Hamming weight of input/output differences of S-box is 1. 

When S-box is 1-bit active, the number of active S-box at 

each round can be reduced to 1 because the 1-bit difference is 

not diffused by bitwise permutation. This leads to the 

increase of rounds we can attack on. 

Therefore, in this paper, we investigate the differential 

probability (DP) that the input/output difference of S-box is 

1bit active, and derive the maximum differential 

characteristic probability (DCP) of Halka. 

 

II. DATA MIXING PROCESS IN HALKA 

Fig. 1 shows 1 round of data mixing process in Halka. It 

consists of exclusive OR (XOR) with 64-bit round key 𝐾𝑖 (𝑖 = 

1, 2, 3, ... , 24), 8 parallel S-boxes (S layer), and bitwise 

permutation (P layer). Halka consists of 24 rounds of this 

process and XOR of 𝐾25 at the output of the final round. The 

round key is generated by the key generation process with 

secret key. 
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Table I shows the 8-bit input/output data of S-box in Halka. 

The uppermost row represents the lower 4 bits of the input 8 

bits in hexadecimal, and the leftmost column represents the 

upper 4 bits. The intersection of rows and columns 

corresponds to the output. Table II shows bitwise 

permutation (bit suffle) where X represents the Xth input bit 

of the P layer from the right and 𝑌 represents the 𝑌th output 

bit from the right (𝑋, 𝑌 = 0, 1, 2, ..., 63). Because the 

process of key generator does not affect our analysis, we omit 

its description. 

 

 
Fig. 1. One round of data mixing process in Halka. 

 
TABLE I: 8-BIT INPUT/OUTPUT DATA OF S-BOX IN HALKA 

 
 

TABLE II: BITWISE PERMUTATION (BIT SUFFLE) IN HALKA 

 
 

III. DIFFERENTIAL PROBABILITY AND DIFFERENTIAL 

CHARACTERISTIC PROBABILITY 

The differential attack is a cryptanalysis technique that can 
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be performed when the distribution of difference in output is 

biased when we give the input some difference [2]-[7]. Here, 

the DP and the DCP are essential for the analysis of the 

differential trail used for the differential attack. We 

summarize DP and DCP in this section. 

A. Differential Probability 

The difference ΔX between n-bit data 𝑋 and n-bit data 𝑋* is 

defined as 

.* XXX                                   (1) 

The differential probability  YXDPS   that the 

output difference becomes Y with respect to the input 

difference X of an arbitrary function 𝑆(X) with n-bit I/O is 

defined as 
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where the symbol { } represents a set and the symbol # 

represents the number of element of the set. We need 2n of 

computational complexity to derive DPs for one pattern of 

X and one pattern of Y. Because X and Y are n-bit 

difference, we need 23n of computational complexity to 

derive DPs for all patterns of X and Y. It is known that the 

maximum DP of S-box in Halka is 2-6 [1]. 

B. Differential Characteristic Probability 

Although it is an accurate to analyze the maximum DP of 

the entire block cipher function by using (2) and use the DP 

as a strength index against a differential attack, it is difficult 

to analyze due to the huge computational complexity when n 

is large, e.g. n=64, 128, or 256 corresponding to n-bit block 

cipher. As alternative to DP, we use DCP for strength index 

of differential attack. 

The maximum DCP (DCPmax) of block cipher consisting of 

R-time iteration of an arbitrary round function F is given by  
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where Δ𝑋𝑖 = Δ𝑌𝑖−1 and Δ𝑋𝑖 is the input difference to the ith 

round of function F, which DP is represented by DPF. The 

propagation of difference Δ𝑋0  Δ𝑋1  Δ𝑋𝑅 is called a 

differential trail. Usually we can find many kinds of trail from 

Δ𝑋0 to Δ𝑋R because Δ𝑋i (i=1, 2, ..., R-1) is not fixed to one 

kind of values, i.e. we can find many kinds of Δ𝑋i (i=1, 2, ..., 

R-1) even when Δ𝑋0 and Δ𝑋R are fixed values. We call these 

many kinds of differential trail multiple trail. The input 

difference to a block cipher is the XOR of one pair of 

plaintext. Assuming the block length of the target cipher to be 

𝑁 and input difference is fixed to one kind of value, the total 

number of pair of plaintext is 2N. This leads to 𝐷𝐶𝑃𝑚𝑎𝑥> 2-𝑁 

for feasible differential attack.  

 

IV. ANALYSIS OF DIFFERENTIAL TRAIL 

In this section, we search for a differential trail where the 

number of active S-boxes in each round is 1, and attempt to 

find the higher DCP than the designers found. 

First, we analyze the DP of S-box in Halka where S-box is 

1-bit active. And then we analyze the maximum DCP of 

Halka by using DP of S-box and trellis diagram of differential 

trail. 

A. Differential Probability of 1-Bit Active S-box 

Table III shows DP of 1-bit active S-box we derived. The 

uppermost row represents the 1-bit output difference of 

S-box in hexadecimal, and the leftmost column represents the 

1-bit input difference of input. The intersection of rows and 

columns corresponds to the numerator of right-hand side of 

(2) where denominator is 28. We can find that the maximum 

DP of 1-bit active S-box in Halka is 4/28=2-6 from Table III. 

I/O differences (0x8, 0x1), (0x4, 0x2), (0x2, 0x4), and (0x1, 

0x8) give the maximum DP. 

 
TABLE III: DP OF 1-BIT ACTIVE S-BOX 

 

B. Searching Multiple Differential Trail 

A trellis diagram is used as a method for obtaining the 

difference path and the maximum difference characteristic 

probability. A differential path takes the input differential 

value of each round as a state, considers the transition cost 

from a round to the next round as the differential probability. 

We find the differential path with the maximum differential 

probability by analyzing the trellis diagram of differential 

path. We also analyze differential multipaths to obtain high 

probability of differential path. 

When the input/output difference of an n-bit function are Δ

𝑋0 and Δ𝑋𝑅, the differential probability (DPmul) as the sum of 

all the differential multipaths is given by 

               (4) 

We calculate the sum of multipaths where the input/output 

difference of each round is 1-bit active, derive the maximum 

difference characteristic probability. Therefore, the value of 

Δ𝑋𝑖 is limited to 64 types. This focuses on only the path with 

a high differential probability and ignores the path with a low 

differential probability, thereby avoiding a computational 

difficulty. We calculate the product of the differential 

probability held in the previous state of the trellis diagram 

and the differential probability associated with the transition 

to the next state. The product obtained by summing up all the 

previous states is the differential probability of the next state. 

Therefore, the final state holds the multipath difference 

probability shown in equation (4). 

Fig. 2 shows an example of a multiple differential path. 

The numbers in the figure represent the appearance 

frequencies shown in Table III. As shown in Fig. 2, when a 

difference is input to the 0th bit of the first round, there are a 

total of 4 different differential paths in which the difference is 

output to the 21st bit of the third round. The differential 

probability of this differential multipath is given by 

                          (5) 
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Fig. 2. Example of multiple trail from the first round to the third round. 

 

V. ANALYTICAL RUSULT OF DIFFERENTIAL PATH 

First, without using the algorithm shown in Section IV.B, 

we found a single differential path where the number of 

active S-boxes in each round is 1 by a heuristic method as 

shown in Fig. 3. When the differential probability is 

maximized, there are two types of input difference: input to 

the 42nd bit and input to the 17th bit from the least significant 

bit. When the difference is input to the 42nd bit, the 

difference is output to the 41st bit of the S layer with the 

maximum difference probability 2-6. Subsequently, the 

difference is transposed to the 42nd bit of the P layer by bit 

shuffle. This differential path can be repeated in any number 

of rounds connected in series. Therefore, the maximum 

differential characteristic probability over 10 rounds becomes 

2-60. The same applies when a difference is input to the 17th 

bit.  

Table IV shows the results of computer analysis of the 

search algorithm shown in Section IV.B. When the multipath 

difference probability is maximum, the difference is input to 

the 33rd bit, and the difference is output to the 42nd bit of the 

13th round. The differential probability of this 13-round 

multipath is 2−62.58, which multiple differential path is shown 

in Fig. 4. This differential path is 8-round longer than the path 

designers found. Table V summarizes the maximum 

differential probability of Halka for 5, 10, and 13 rounds. 

 

 
Fig. 3. Single differential trail in 1round of Halka with the maximum 

differential probability, which can be iterated in every round. 

 
Fig. 4. Multiple differential trail with the maximum differential probability from the first round to the 13th round of Halka. 
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TABLE IV: DCP OF 13-ROUND HALKA WITH MULTIPLE DIFFERENTIAL 

TRAIL 

 
 

TABLE V: MAXIMUM DCP OF HALKA FOR 5, 10, AND 13 ROUNDS 

 

VI. CONCLUSION 

We have focused on the fact that the I/O differences of 

S-box of Halka is effective with 1bit active, and analyzed 

differential trails where the number of active S-boxes in each 

round is 1. We also analyzed multiple differential trail by 

using the trellis diagram, and derived the maximum 

differential characteristic probability of Halka.  

As a result, the single trail can be used for differential 

attacks up to 10 rounds, and the number of attackable rounds 

was successfully increased. In addition, by considering 

multiple trail, the differential characteristic probability over 

13 rounds was 2-62.58, and the number of attackable rounds 

could be further increased by 3 more rounds. In the 

evaluation by the designers, it was possible to use it for 

differential attacks up to 5 rounds, so our results are more 

efficient than the designers’ evaluation.  
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