

 

Abstract—As the Internet rapidly grows, networks carry 

large amounts of multimedia data. Protecting the copyright of 

digital audio is becoming an increasingly important issue. This 

paper presents a zero-watermarking algorithm for audio based 

on the energy of each frame. The characteristic of energy is 

utilized to retrieve the watermark after various attacks. To 

measure the robustness and security of the proposed method, 

the accuracies of extracting watermark from an audio signal 

following an attack by various signal processing schemes are 

evaluated. Simulation results demonstrate that the proposed 

algorithm has greater robustness than the methods in the 

literature and it exhibits good security. The proposed scheme 

can be used to protect rights of intellectual property in audio 

signals. 

 

Index Terms—Intellectual property right, information 

security, zero-watermark, robustness, framed energy. 

 

I. INTRODUCTION 

With the fast development of digital media and the 

applications over the Internet, digital watermarking 

technique is playing an increasingly important role in the 

protection of copyright and the authentication of digital 

signals. To protect digital works against illegal use and 

tampering, the digital watermark was developed to protect 

copyright and authenticate content integrity. An extensively 

investigated scheme for protecting digital audio copyright is 

based on digital watermarking technology. Although many 

preliminary studies of watermarks have focused on both 

image and video, audio watermarks are causing more and 

more attention in recent years. 

Various watermarking schemes have been presented but 

they may slightly distort the original signal and cannot 

provide a perfect balance between robustness and 

imperceptibility. The technique of zero-watermark was 

developed to be robust and imperceptible in digital media 

[1]. 

Recently, zero-watermarking schemes have been 

proposed to analyze the security of audio signals. [2] 

presented a method for mapping the approximate 

coefficients of the wavelet transform of an audio segment 

into a binary matrix. A blind zero-watermarking algorithm, 

based on the Discrete Wavelet Transform (DWT), has been 

used to construct secrete keys [3]. [4] used the Lifting 

Wavelet Transform (LWT) technique on audio aggregation 

zero-watermark. DWT and Discrete Cosine Transformation 

(DCT) have been combined to generate the watermarking 

 

 

 

sequences [5]-[7] employed an audio zero-watermarking 

algorithm that combined DCT and Zernike moments. [8] 

discovered that the entropy of an audio signal on different 

scales yielded its statistical features. [9] combined the DWT 

algorithm and Linear Prediction Cepstrum Coefficients 

(LPCC) to construct the zero-watermarking image. The 

method of Modified Discrete Cosine Transform (MDCT) is 

applied in the zero-watermark of audio is proposed by [10]. 

The concept of the zero-watermark based on LPCC with a 

weighting function was also proposed to protect audio 

signals [11], [12].  

This work presents audio verification using the zero-

watermark. The novel approach creates an audio watermark 

that represents a favorable balance of robustness and 

transparency, and resists the attack by various signal 

processes.  

The rest of the paper is organized as follows. Section II, 

introduces the proposed zero-watermark constructing 

algorithm in detail. Section III presents the detection of the 

watermark. Section IV presents and analyzes experimental 

results to verify the robustness and security of the proposed 

technique. Finally, Section V draws conclusions. 

 

II. METHOD FOR CONSTRUCTING ZERO-WATERMARK 

The scheme for generating a zero-watermark consists of 

two parts, which are described as follows. 

A. Preprocess 

First, a watermarking image I =

}1,1),,({ YjXijiI   of YX   size is selected. 

This image is converted to a one-dimensional signal V, V

}1),({ YXkkv   for the host audio. Fig. 1 displays 

the watermarking image. 

Second, a high-pass filter is applied to the audio signal 

before the embedding process. The high-pass filter 

eliminates undesired low-frequency components. After the 

audio signal is filtered through the high-pass filter, it is 

framed by a Hamming window into YX   segments.  

 

 
Fig. 1. Watermarking image. 

 

B. Constructing Process 

Fig. 2 shows a block diagram of the zero-watermarking 

construction as follows. 

1) Generate a random permutation that is used as a key 

(denoted as random seed) in the watermark detecting 

process. Then V is scrambled into W. By this way, we 

can decrease the relationship of pixel spaces in the 
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watermarking image, and improve the security of the 

system.  

 

},1),({ YXkkw W                        (1) 

 

where YX   is the size of image, and w(k) represents the 

scrambled pixel.  

2) The zero-watermarking sequences should be 

perceptually significant features. In this paper, the 

energy of each frame is taken as a characteristic value 

of audio signal.  

     is the average energy of all frames of the audio 

signal. 
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where      is the audio signal, and M is the number of 

frame.       is defined the energy of frame, and will be 

called a framed energy. 
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where k is a frame index, and N is the size of each frame. 

3) A binary pattern E, is defined as  

},1),({ YXkke E                             (4)
 

 

An element of the binary pattern E is obtained by 

comparing with     ,  as follows. 
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4) The zero-watermark ZW is generated as follows. 

 

),()()( kwkekzw                                   (6) 

 

where  is the XOR operation. The zero-watermark image 

is shown in Fig. 3. 

 

 
Fig. 2. Block diagram of watermark construction. 

 

 WATERMARK DETECTION 

The watermark can be recovered. Fig. 5 shows the block 

diagram of the watermark-detecting scheme. The extraction 

processes are as follows. 

1) The test audio is divided into YX   frames. 

2) The framed energy (FE) of the test audio is calculated. 

3) The same procedure that is described as an embedding 

process in Section II-B is performed to estimate the 

binary pattern E
~

. 
 

},1),(~{
~

YXkke E                            (7) 

 

4) The XOR operation is applied between E
~

 and )(kzw , 

that is, 

),()()( kwkekzw                                (8) 

 

where W
~

 is a sequence of the scrambled image.  

5) The random seed is used to obtain the extracted 

watermark from W
~

. 
 

 
Fig. 3. Zero-Watermark image of music signal. 

 
Fig. 4. Block diagram of watermark detection.  

 

IV. SIMULATIONS AND ANALYSIS 

This section analyzes the performance of the proposed 

algorithm. The bit error rate (BER), defined in Eq. (9), is 

used to measure the reliability of the proposed zero-

watermarking technique. 

 

%,100
.

.


bitstotalofno

bitserrorofno
BER                        (9) 

 

where the error bits represent the difference between the 

retrieved watermark and original watermarking image. 

Hence, the watermarking method is highly robust and a 

trade-off must be made between the time required for the 

corresponding calculation and the quality of the digital 

watermark. The proposed algorithm provides a resolution.  

The normalized cross-correlation (NC), defined in Eq. 

(10), is used to evaluate the similarity between the extracted 

and the original watermark. 
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where I and I
~

 denote the original watermark and the 

extracted watermark, respectively.  

The watermarking image for the audio signal is an 

8888 bit binary image, so the size YX   is 7744.The 

original audio signal that is used in the experiment is 16 bit 

PCM with a sampling frequency of 44.1 kHz. There are ten 

audio signal included five song and five music. The 

languages of the songs are Japanese, Taiwanese, English, 

Chinese and Cantonese. The types of music are Classical, 

Rock, Electronic, Hip hop and Jazz. The average duration of 

each song signal was approximately 290 seconds, and that 

of each music signal was about 237 seconds. 

Table I presents the attack methods including re-sampling, 

re-quantization, low-pass filter with a cut-off frequency of 

11 kHz, the additive white Gaussian noise with a power of -

20 dB and -10 dB, and MP3 compression with a bit rate of 

128 kbps, 64 kbps and 32 kbps. 

 
TABLE I: ATTACKED METHODS  

TYPE ATTACKED METHODS 

1 Re-sampling 44.1→22.05→44.1  (kHz) 

2 Re-quantization 16→8→16  (bit) 

3 Low-pass filter  (11 kHz) 

4 AWGN (-20 dB)  

5 AWGN (-10 dB) 

6 MP3 compression  (128 kbps) 

7 MP3 compression  (64 kbps) 

8 MP3 compression  (32 kbps) 

A. Robustness Test 

To verify the reliability, the bit error rates of the FE and 

DWT plus LPCC approaches are computed. Table II and 

Table III summarize the results of the simulation for song 

signal and music signal, respectively. The simulation 

indicates that the proposed algorithm is highly robust for 

audio signal, and can resist various attacks by signal 

processes. Moreover, the proposed method outperforms that 

of [9], which is based on DWT plus LPCC. The right-hand 

columns in Table II and III show watermarks extracted by 

the FE method with the highest BER. These extracted 

watermarks indicate that the robustness of the proposed 

method even for high BER. As shown in Fig. 5, the 

difference between the bit error rate of FE and that of DWT 

plus LPCC indicates that the proposed method is more 

reliable than that of [9] under every attack. Moreover, the 

FE method has a much lower bit error rate under the MP3 

compression attack at with a bit rate of 32 kbps. The 

corresponding values are 12.39% and 8.702% for the song 

signal and the music signal, respectively. Fig. 6 and Fig. 7 

plot the standard deviation of BER for the audio signal, 

revealing that the result indicates the proposed algorithm has 

a smaller standard deviation than that of the DWT plus 

LPCC, so the average BER obtained is closer to represent 

that by various audio signal. Restated, the FE approach is 

more accurate than that of [9]. 

TABLE II: THE AVERAGE OF BER FOR SONG SIGNAL BY VARIANT ATTACK 

Attack 
FE 

(Proposed) 
DWT+LPCC 

Extracted 

Watermark 

from FE 

(highest BER) 

 Re-sampling 

8-4-8 (kHz) 
0.208% 0.228% 

 
0.58% 

Re-quantization 

16-8-16 (bit) 
0.068% 1.572% 

 
0.13% 

LPF 

11 kHz 
0.200% 3.172% 

 
0.45% 

AWGN 

-20 dB 
0.054% 1.384% 

 
0.09% 

AWGN 

-10 dB 
0.434% 6.830% 

 
0.46% 

MP3 

128 kbps 
0.198% 3.722% 

 
0.26% 

MP3 

64 kbps 
1.694% 7.818% 

 
1.87% 

MP3 

32 kbps 
5.282% 17.672% 

 
6.48% 

 
TABLE III: THE AVERAGE OF BER FOR MUSIC SIGNAL BY VARIANT 

ATTACK 

Attack 
FE 

(Proposed) 
DWT+LPCC 

Extracted 

Watermark 

from FE 

(highest BER) 

 Re-sampling 

8-4-8 (kHz) 
0.196 0.342  

0.31% 

Re-quantization 

16-8-16 (bit) 
0.14 0.726  

0.3% 

LPF 

11 kHz 
0.378 3.374  

0.62% 

AWGN 

-20 dB 
0.06 0.636  

0.09% 

AWGN 

-10 dB 
0.882 3.812  

1.69% 

MP3 

128 kbps 
0.436 2.738  

0.76% 

MP3 

64 kbps 
2.858 6.482  

4.65% 

MP3 

32 kbps 
12.086 20.788  

17.39% 
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Fig. 5. The difference of bit error rate between FE and DWT+LPCC (a) 

song signal (b) music signal.

B. Security Test 

Fig. 6. The standard deviation of BER for song signal.

Fig. 7. The standard deviation of BER for music signal.

To evaluate the security of the proposed scheme, the 

watermark is retrieved from different audio by attack. 

Normalized cross-correlation (NC) is applied to evaluate the 

similarity between the extracted and the original watermarks, 

and is given in Table IV. When the original signal and the 

attacked signal are the same audio, the extracted watermark 

is correct; otherwise the wrong watermark has been obtained. 

In the detection process, the proposed scheme avoids false 

watermark extracted and it provides security.

TABLE IV: EXTRACTED WATERMARK WITH CORRECT AUDIO AND

INCORRECT AUDIO IN DETECTING PROCESS

Original 

Audio

Attacked

Audio

Extracted 

Watermark
NC

Audio A Audio A 99.93%

Audio A Audio B 19.56%

V. CONCLUSION

In this paper, we have presented a new algorithm in

constructing and detecting processes for audio zero-

watermark. The characteristic parameter of the audio signal 

is evaluated from the framed energy (FE). In the proposed 

scheme, the watermark is not embedded into the host audio,

so the audio quality is maintained; the method protects 

intellectual property rights and achieves imperceptibility.

Experimental results herein demonstrate that the proposed

method provides the lowest BER compared with previous 

research in the literature, for various types of audio signal

under various attacks. Furthermore, the presented method

does not extract an inaccurate watermark retrieved in the 

security test. Simulation results demonstrate that the

proposed zero-watermark method, based on the FE scheme,

performs excellently in terms of security and robustness. 
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