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Relationship between Divisors’ Distribution and Square
Root of a RSA Modulus

Xingbo Wang and Yanjie Miao

Abstract—The article investigates relationship between
divisor’s distribution and the square root of a RSA modulus.
With the help of T3 tree, it proves several conclusions that can
determine the scope of the small divisor of a semiprime whose
divisor-ratio is smaller than 2. The proved conclusions are
helpful to judge if a small divisor of a semiprime is on certain
level of T3. Numerical experiments in Mathematica are made
and the experiments strongly support the proved conclusions.

Index Terms—Cryptography, RSA modulus, square root,
divisor distribution.

I. INTRODUCTION

One of the issues that attract the eyeballs of researchers in
cryptography is the problem of factoring an integer. It is
known that the safety of the RSA public cryptosystem is
built upon the great difficulty of factoring an RSA modulus.
Accordingly, factorization of the RSA modulus has become
a practical criterion to challenge human being’s intelligence
and thousands of people have still kept doing the
factorization, as overviewed in [1]-[7].

In August 2016, Wang introduced a new approach, called
T, tree, to study integers in article [8]. Through the

approach, many new properties of integers were disclosed,
as introduced in papers [9]-[11], and even new approaches
to factorize integers were found, as claimed in papers [12]-
[14]. It is sure that, the T,tree ideology is revealing its

characteristics in studying odd integers.

As a new number structure, there are many new
properties to disclose. For example, paper [15] investigated
the influence of divisor-ratio to distribution of semiprime’s
divisor on T,, papers [16], [17] investigated square root of a

node on the tree, paper [18] proved some inequalities on the
tree and paper [19] explored the traits of a RSA modulus on
the tree. The paper [19] proved that, the two divisors of a
RSA modulus N would lie on the same level or on two
adjacent levels, at least one divisor would lie on the same

level as where L\/WJ is clamped, and there were three
possible cases by means of which the two divisors of N
distribute. The paper had already mentioned the importance
of | VN | in analyzing the distribution of the divisors but it

did not explore | /N | as much as expected.
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Accordingly, this paper follows the study of paper [19],
investigating the relationship between |JN| and the

distribution of the two divisors.

Il.  PRELIMINARIES

A. Definitions and Notations

Let S be a set of finite positive integers with s, and
s, being the smallest and the biggest nodes respectively; an
integer x is said to be clamped in S ifs; <X<s, . Symbol
x£ S indicates that X is clamped in S. Symbol| x |is the
floor function, an integer function of real number x that
satisfies inequality x-1<|x|<x , or equivalently
| x]<x<|x]+1. Let N=pg be an odd integer with

l<p<q;then k= % is called the divisor-ratio of N.

In this whole paper, symbol T,is the T, tree that was
introduced in [8] and [9] and symbol N, , is by default the
node at position j on level k of T,, where k>0 and
0<j<2~1 By using the asterisk wildcard *,
symbol N, ., means a node lying on level k . An integer X
is said to be clamped on level k of T,if 2** <X <221
and symbolx £ indicates X is clamped on level k . If a
positive integer X is clamped on level k and there is a
node Y of T, satisfying x =| ¥ |, then X is said to be a
floor square root of the node Y and Y is called a square

source. of X . An odd integer O satisfying
21 +1<0<2%? ~1is said to be on level k of T,, and use
symbol 0 = & to express it.

Symbol A®B means A holds and simultaneously
B holds, symbol A®B means A or B holds. Symbol
(a=b)>c means a takes the value of b and a>c .
Symbol A= B means conclusion B can be derived from
condition A. The union symbol u of set operation is also
used in this paper.

B. Lemmas

Lemma 1 (See in [8] & [9]). Ts Tree has the following
fundamental properties.

(P1). Every node is an odd integer and every odd integer
bigger than 1 must be on the T; tree. Odd integer N with
N>1 lies on level |log, N |-1.

(P2). N ;, iscalculated by

N(kvj)=2k*1+1+2j,j=0,],_,,,2k_1 (1)
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and thus

2TH1<N, <27 - 2

(P3) Multiplication of arbitrary two nodes of Tsg,
say N, and N,, , is a third node of Ts Let

J=2"(1+2p)+2"(L+2a)+2af+a+ £ ; the multiplication

Nm.a) % No ) IS given by
Ny X Ne gy = 2M2 1 142] ?3)
If J<2m™ then N, . xNg 5 =N lies on level
m+n+1 of Tz whereas, if J=2""" N, <N,

= Nminizp With =3 —-2""* lies on level m+n+2of Ts.
(P4) The biggest node on left branch of the level k
is 2“1 +- 2 _1whose position is j=2“* -1, and the smallest
node on the right branch of the level k is 2" + 2 +1whose
position is j =21,
Lemma 2 (See in [17]). Let N >3be an odd integer and

k=[log,N|-1 ; then LJNJ%QJ

5 Particularly,

k+1
(LJWJ{ZLZJJE})QV;J when k is odd whereas

k+L
([zt 2 J\/E|SL«/WJ) {kzlJ when k is even.

Lemma 3 (See in [19]). Let (N = pg) >128 be an odd
integer and k =| log, N |1, where divisors p and q satisfy

l<p<qgand 1<ﬂ=a<2; then p and q lie on the same
p

level or on two adjacent levels.
(2) At least one of p and g lies on the same level as

where L\/NJ is clamped.
(3) If k>2 then

k+1 \/ﬁ k+1
WJ%MJH{ZJ 5522
In general, for arbitrary positive integer M and k>0 it

olds
= \‘ J
M2k=4] 2

2M 2k +1

(4) There are 3 possible cases in termof the levels on
which p and q lie, which are given by

Lk;J 2)®(qs {k+lJ )

(pé[kJrlJ—l)@(Qétk;lJ—l)

11>

k-1

11>

(p

2
k+1 k+1
(23 -new@s| 5

(5) There always exists a subdivision of the interval
k+1

kel
[2{ ZJ +1,2L 2J —1] into 6 subintervals 1,,1,,1,,1,,1, and I,
that satisfy

P i
[2 +12020 =L ul,ul,ul, Ul Ul

by means of which holds one of the three cases,
P2l @@2L®q21) , (p<YN<q)2 L"”J 1 and
p2al,®@Q@2l;®qz2ly).

If 1< q < /2, the 6 subintervals can be given by
p
v l+1,{2v+1J N7 J+1) - [{ o VEJH,ZM -
=) +L{2MJEJ A1, = [PHJEJ 2y

o2 +1,{2m”\/§J )1, = [{zmﬂﬁJ ad g

If 1< a <§ , they are given by
p

IZR SRTE s PP o L
= [ZI%J ~3x 2{%}3 +1, 2{%J -1]
l,= 27T a7y

I, = [2[%” 3l 717 1, J7 1]
5= [2{%J+1 +1 Z{kglJ 3x 2{%} +1)
Iy = [2{%” PRSP L -1

Lemma 4 (See in [19]). Let N = pg be a node of T, and

(k=|log,N |-1)>2, where 1< p<qgand 1<% 22 Then
p

k+1J

(VN |< 2% e (VN |= 2%

A
")

+D@ (VN [ N)

(VN J

:(p:Z{%J+1)®((q:2l7J+1)®(q:2{

+1)®(L N)

k+1J

+3)2 {kglJ -1

(VN J=2{%J“—1)®(LJW Jiny
= (p :2%“71) LkglJ 1

B(q-2 7" pe@-27 " +n)a {kﬂ
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k+1

@ 1| W oI -2 e VR |1

k+1 k+1
:SQ%ZJ@‘) MJl

Lemma 5 (See in [20]). For real numbers x and vy, it
holds

(P31) k< 2{ J <k +1 with positive integer k

I1l.  QUESTION TO BE SOLVED

Consider a RSA modulus N. Let k=|log, N |-1; then N is
a node on level k of T;. Without loss of generality, assume
N=pg with p=N and q=N,, satisfying

(m,a)

N
1< - »<2; then the Lemma 1 indicates 0<m<n<m+1

(m,a)

no matter what m and n are. By Lemmas 2, it always holds
Nﬁjét";l}l for (k=|log,N|]-2)>2 and by Lemma 3,

there are 3 possible combinations of N, and N , as list
below.
k+1

. k+1
(i) (Nm);{ ; QL . J—l)

(ii). (N(m‘a)gL%J—l)(@(N(w) tkzlJ 1)
k+1
<[5

It can see that, in the cases (ii) and (iii), m= {kglJ -1

J—Z)@(NW,)

(). N2 | <3| -D0 N,

while in the case (i) m= tkglJ—z. Since the quantity

{k;rlJ —1can be obtained by calculating the level where
| VN | is clamped, theoretically, one can always find
N OUt ON the level {%J—l in the cases (ii) and (iii).

However, it is mandatory to have a criterion in the time the
case (i) occurs because, generally speaking, one does not
know when the case (i) comes across. Since it always holds

Ninoy <[ VN | <N, , One can see that, the location where
| /N | lies might be a reference to judge where N, lies.

Intuitionally, in the case (i), | VN | might be very close to

the leftmost nodes on level {k;lJ land in the case (iii) it

might be very close to the rightmost nodes. Then what is the
“very close” means? This leads to the investigation of this
paper, as introduced in following sections.

IV. MAIN RESULTS WITH PROOFS

Proposition 1. Let N=N,, xN,, be a node of T3 with

(m.a)

N
1<% <2 and k=|log, N |-1; then

(m.a)

(k>2)® (N, Lkﬂ 2)®(Nnﬂ)4";1J—1)

) 2
=202 <[ YN |<20 2041
Proof. Since N is on level k, it holds N>2""+1. By
Lemma 2, LJ—J—V?J ~1. Then referring to the following

deductions
k+1
N [kT”J-z = Ny < 2HJ -1
N 21 +1
N, 2 —
O N 5
S ks 2
LEJ =202 +1+ LEJ
20271 20201
. “ 2
it knows N, ,>2"%?'+1+——— ; and thus
ZLTJ—l

k+1
Nnﬁ)>2[ +1 when k>2 . By |IN|<N, , it knows
K+l
2{ 3 +1 is the maximal value of | VN |, that is,
|V |< A7) )
Accordingly, by LJWJ%"?J —1it knows

A7 [N |< A7l (5)

Since N
holds.

<N, » by Lemma 4, it knows the proposition

(ma)

Proposition 2. Let N=N,, xN,, be a node of T; with

(m,a)

N
1<—2 <2 and k=|log, N |-1; then

(ma)

k>2)® (N, {kzﬂJ DO(N,, 2 LKTHJ—D
- 2HJ +1<| VN < 251” -1

N

Proof. By Lemma 3, 1<%<
(m.ar)

smallest composite non-square integer N whose two

divisors are on level {k;lJ

2= | N |2 {kglJ ~1. The
—1is given by

N = (2[%J +1)x (ZL%J +3) = (ZL%J +2)2 -1
which yields
k+1 k+1
2LTJ +1< \/ﬁ < ZlTJ +2

and thus
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[

J+1

e ©)
The biggest composite non-square integer N whose two
divisors are on level tkglJfl is given by
Ne@ T e @d T gy @ T gy
which leads to
VN |2 )

Accordingly, the proposition holds.
Proposition 3. Let semiprime N>128 , k=|log,N|-1,

k+l

elf{zwﬁJu , eIL{-5:2LT

k+l k+1

Js —3><2L7J72 +1 and el?= 2[ a5

k+l

swa i) +1; then

N 2| 5|00, 2| S5

k+1 1

(SN N
J “11< 2D 2

el sL\/WJszL 2
(m,a)

EJ +1

eljf’sL\/WngL 2

2{%}1

N
-11< A 15

(m.a)

N
< —1,1<M<2

(m,a)

elfstx/ﬁj

Proof. N>128=k=|log,N|-1>6 . Then referring to the
k+1
2

proof of Proposition 1, it knows L\/ﬁjgz[ J+1+1g Ne - BY

LWJQ{%J—L it knows

L\/ﬁJSi%F*l

Meanwhile,

by Lemma 3 it knows,

L\/WJ when 1< N

N3
el <N, <

Nﬁ J when

N(nvﬁ)

15
el;” <Ny, <
(ma)

N N
1< 2 <15 and elf <N, <| N |when 1< =2 <2,

(ma) (ma)

Theorem 2. Let N=N,, xN,, be a node of T3 with

(m.a)

N
1<% <2 and k=|log, N |-1; then

(m.a)

k+1

[N |- L5 (N 2 t%J ~)@(N, 2 LL“J )

2
(L\/szzhhl)@(wmm)
= (N 2| 32|20, 2| <20

10

k+l

(L\/mzzlﬂ +)@ (VN IN)

k+1
= Ny = 2LTJ +1)
®((NM:2L%J+1)@(NM:z%hs))%k;l}l
and
ey S k+1
A J+1<LJWJ§2{ } —1:N(M)4%J—1

Proof. Summarizing the conclusions in Lemma 4,
Proposition 1, Proposition 2 and Proposition 3 immediately
result in Theorem 2.

V. NUMERICAL EXPERIMENT IN MATHEMATICA

With Mathematica, numerical experiment is easily made
by testing distributions of [VN|, N, and N, . For a

given semiprime whose divisor-ratio is smaller than 2, the
experiment first calculates the level k where N locates and

the level where |JN| is clamped, then judge if

2{%4\/@32{%% and then if L«/WJ|N in the case

k+1

LJWJ:ZLTLL in the end it explorers where N, ., lies. The

(m,@)

Mathematica programs are list as follows
flsqrt[N _]:= Floor[Sqrt[N]];

o Log[N], .. « *
kI[N _]:= Floor[ Log[Z]] 1; (*levelofN*)
K2IN ]= I:Ioor[Log[FIoor[Sqrt[N]]+0.1]]71;
Log[2]

(*levelofSqrt[N1*)

Log[N]]

Floor[- Log2] :

Floor[-

cmplN _]=2

Floor[-29N]y
Log[2] 1
2

Floor[

cmp2[N _]=2 +1

inData ={1517,16637,66049,809933,2129189};
rl=Table[inData[[i]],{i,5}]; (*N*)

r2 =Table[ flsqrt[inData[[i]]],{i,5}]; (*Sart(N)*)
r3=Table[kd[inData[[i]]].{i,5}];

r4 =Table[k2[inData[[i]]].{i,5}];

r5 = Table[cmpl[inData[[i]1],{i,5}];

r6 =Table[cmp2[inData[[il]],{i,5}];
t={rl,r2,r3,r4,r5r6}//MatrixForm

and the computational results are list in Table I, whose
screenshot is as Fig. 1.

TABLE I: NUMERICAL EXPERIMENT IN MATHEMATICA

: N [ < 7
N NinT, VW] & its | JSNEJSZ[ |, N,
level
1517 Niosy [ Vist7 =382 4 k=92 +1=33<| N | 3T=N,,
16637 N 3 422 I_«hesa?J =182 6 k=132 =128 = I_«/ﬁj 127=N,,,
66049 N 1516510y L«)aaemJ =25727 k=152" +1=257 = L\/;J 257=N,,
30293 A -] IR B A O
21291 L\/2129189J -14504 9 k=20,2" +1=1025 < L«/ﬁj 1063= N,
89 (20.16018)




International Journal of Information and Electronics Engineering, Vol. 9, No. 1, March 2019

flsqrt[¥ ] := Floor[Sqrt[¥]]:

Log[¥
K1[¥ ] :=Floor[ L ]]-1; {rlevel of Hx)
= Log[2]
Log[Floor [Seqrt[¥]] +0.1
k2[¥ ] := E‘loor[ gl IE ‘!22;: L] ]] -1;
09|
{(rxlevel of Sgpt[H]«
[Loq[N]
Leog[2]
iV ] := gfess| — I,
Fl»oz[ Log[ ')
Log[2]
a2[N ] := o] — Lo

inData = {1517, 16 637, 66049, 809933, 2129189};
rl = Table[inData[[i]], {i, 5}]: («H+)

r2 = Table[flsgqrt[inData[[1]]1], {i, 5}]: (+Surt{H)«)
r3 = Table[k1[inData[[1]1]1], {i, 5}]1:

rd - Table[k2[inData[[i]1], {i, 5}1:

r5 = Table[cmpl[inData[[i]]], {i, 5}]:

r6 = Table[crp2[inData[[i]11], {i, 5}];

t = {r1, r2, r3, r4, v5, r6} // MatrixForm

Out [224)/Meatrix Form=
1517 16637 66049 809933 2129189

38 128 257 899 1459
9 13 15 18 20
4 6 7 8 9
3z 128 256 512 1024
33 129 257 513 1025

Fig. 1. Screenshot of the programs and output.

VI. CONCLUSION

The quantity |VN | is surely a very important cut-off

quantity between the small divisor and the big divisor of a
composite integer. Since odd integers are positioned level-

by-level, it is necessary to make clear how L«/W J affects the

distribution of a semiprime’s divisors because it is a
computable quantity. The study of this paper gives certain
results that are helpful to judge if a small divisor of a
semiprime on certain level, but the results may be more
improvable. Hope it is improved in the future.
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