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ABSTRACT :This project is all about the authentication of the user if he/she has already
registered their data in the database. This project focuses on user authentication by verifyingif
their data is already registered in the database. Users with valid credentials can log in to their
profiles, while others are denied access. Additionally, it implements a two-factor
authentication system, requiring users to enter an OTP and scan a QR code. Frauds are
increasing in online payments day by day. You can develop an E-authentication system to
safeguard your online transactions and sensitive information. An E-authentication system
verifiestheuserthroughmultifactoridentificationandbiometrics.Byenhancingsecurity,you  can
make your online transactions secure and fraud-free.

1. INTRODUCTION:

With the advent of the electronic era, securing online transactions
and user authentication has become a major concern. Methods of authentication based on
passwords arewidely used, but also becoming morevulnerableto cybersecurity threats such as
phishing, data breaches, and password theft. To counter these challenges, modern
authentication schemes, combine factors such as something the user knows (passwords),
somethingtheuserhas(smartphonesordevices),andsomethingtheuseris(biometrics).l1fwe discuss
a better and efficient method of securing theuser from fraud and improving the user
experience,thentheE-AuthenticationSystemusingQRandOTPcomesintothepicture. This system
provides a new authentication mechanism that enables users to use two-factor authentication
(2FA) which reduces the risk of malicious access.

The process starts with generating a QR code, which isoften shown on a webpage or app.
Instead, the user scans the QR code with his or her mobile device or authentication
application, which links the user’sdevice to the session in a secure manner. The OTP is the
second mode of authorizationand is sent to the registered contact method (email id or phone
number) of the user. The user needs to enter the OTP in a matter of few seconds to
authenticate himself and gain secure access[1-24].
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2. LITERATURESURVEY:
BlockchainforDecentralized Authentication

Blockchain is increasingly being explored for decentralized authentication, where identity
information can be stored securely and privately in a distributed ledger. Zohar et al. (2020)

2025: Blockchain-Enhanced QR + OTP Authentication for Decentralized Systems A recent
paper by A. Mishra et al. in 2025 explores the use of blockchain technology combined with
QR code and OTP for decentralized authentication. This study introduces a decentralized
identity management system that uses QR codes to initiatesecuresessions and OTPs for real-
time validation, recorded on the blockchain. The proposed system eliminates single points of
failure and ensures trust in peer-to-peer interactions, suitable for a range of applications,
including decentralized finance (DeFi) and distributed applications (dApps).

2024: 10T Security with QR Code and OTPAuthentication In 2024, T. Ghosh and R. Desai
proposed a solution for securing Internet of Things (10T) devices using QR code and OTP-
based authentication. Their system allowed users to authenticate their 10T devices
byscanningaQRcodeandenteringadynamicallygeneratedOTP.Thismethodwasparticularly
useful for home automation and smart device management, where strong authentication was
needed to prevent unauthorized device control.

2021: QR CodeAuthentication for Secure Mobile Payments In 2021, a study by J. Lee et al.
explored the use of QR code authentication for secure mobile payment transactions. Their
work demonstrated that QR codes provide an efficient, user-friendly means of authenticating
transactions in mobile wallets and payment apps. The study highlighted how QR codes,
combined with dynamic OTPs, significantly reduced the risk of phishing attacks and man-in-
the-middle attacks by eliminating the need to input sensitive information manually.

2022: Security Vulnerabilities in QR Code Authentication A paper by K. R. Patel and A.
Gupta in 2022 focused on the security challenges associated with QR code-based
authentication.Although QR codes offer a convenient solution for authentication, the authors
emphasized potential threats such as QR code spoofing and malicious redirection. The paper
proposed a hybrid authentication method combining QR codes with secure communication
protocols and OTP verification to mitigate these threats, enhancing overall system security.

2023:Advanced CryptographicTechniques in QR CodeAuthentication In 2023,A. Kumar et
al. presented a study exploring the use of advanced cryptographic techniques in QR code-
based authentication systems. They introduced a blockchain-based solution that uses QR
codes for initial authentication, followed by OTP verification, to create a decentralized and
immutable log of authentication events. The integration of blockchain provided a layer of
security against tampering and fraud, ensuring data integrity during the authenticationprocess.

3. EXISTINGSYSTEM:

The current authentication systems demonstrate several crucial issues despite their useful
features The modern OTP and QR code systems have better security through MFA
implementation but remain vulnerable to potential attacks. Scammers take advantage of QR
codesthroughtwomalicioustechniquesthatinvolvespoofsandfakewebsiteredirects.
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Cellular networks which lack proper encryption protocols or fall under compromised
networks pose a threat to the interception of OTPs delivered through SMS or email
communication. Security flaws present in these authentication methods have the potential to
erode the complete security assurance of the authentication mechanism. The increased
security features of QR code and OTP authentication create minor problems with user
experiences and convenience issues. The process of using different devices for OTP
verification and scanning QR codes creates an inconvenient user experience.

4. PROBLEMSTATEMENT:

In today's digital age, Digital security breaches together with
unauthorized access incidents to sensitive data occur frequently within present-day
cybersecurity landscape. The current authentication solutions mainly depend on passwords
but these show low defence against attackers. Electronic authentication system development
became essential due to the increasing number of online transactions combined with digital
service usage.

5. PROPOSEDMETHODOLOGY:

The proposed E-Authentication System  which
implements QR Code and OTP authentication goals to make online authentication more
secure and provides better user experiences. The authentication method applies two-factor
authentication (2FA) technology through a fusion between simple QR codes and secure One-
Time Passwords (OTPs). A specific QR code emerges automatically during each sign-in
attempt to surface on the verification page. The system creates a time-sensitive OTP by
triggering its production through a mobile device or app once the user scans the provided QR
code.Usersreceiveone-timepasswordsthroughtheirregisteredcontactdetailswhichinclude phone
number or email address. Under the authentication interface the user enters the received OTP
for system verification against both the OTP and QR code for successful authentication. A
secure session opens up after the system verifies both the validity of the OTP and QR code.
The authentication method stands out for its significantly improved security standard against
conventional password approaches that decreases risks related to unauthorized entry and
phishing and credential theft. Thesystem demonstrates characteristics of scaling potential and
friendly operation with the ability to easily integrate into existing platforms thus making it
suitable for applications including online banking, e-commerce and government services. The
system resolves major security issues through its encryption techniques and secure session
processes alongside One-Time Password timeout preservation thus offering cost-efficient
authentication capabilities to users along with service providers

5. UMLDIAGRAMS:
1. UseCase Diagram:

A Use Case Diagram shows the interactions between users and the system. The primary
actors are the User and the Authentication System.
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Verify OTP
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2. Class Diagram:

AClassDiagramrepresentsthestaticstructureofthesystem,showingclasses,their attributes,
methods, and relationships.

Authentication | QRCodeGenerator

generateOTP() | + generateQRCode()
send0OTP( ) ‘ | + validateQRCode()
verifyOTP() j j
authenticate() , +

OTPManager

otpCode | otpCode
expirationTime | userCredentials
generate0TP() | | save0TP()
validateQTP() | | + getUserData()
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3. SequenceDiagram:

A SequenceDiagramillustrateshowobjectsinteractwitheachotherovertime.Here,we have
interactions between the User and the AuthenticationSystem.

| Authentication | OTPManager

(QR code, OTP) |

Scan QR

Generate OTP

| Generate OTP

Enter OTP

verify OTP

Authenticated |

4. ActivityDiagram:

AnActivityDiagrammodelstheflowofcontroloractivitiesinvolvedinthee-authentication process.

Scans QR Code|

Inputs OTP
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6. CONCLUSION:

Users gain secure efficient authentication capabilities through an e-
authentication system which implements both QR codes andOTPs. Two-factor authentication
(2FA) effectively improves security through combined authentication methods to counter
unauthorized access. The authentication process using QR codes delivers rapid and secure
data transmission through a system which OTPs strengthen through temporary one- time
passwords. The system provides a scalable authentication platform with user-friendly features
that cut down phishing attack risks. Basic security issues stem from the need to educate users
while they depend on communication channels and systems for authentication. The system
maintains reliable security for sensitive data transmission across platforms as it is expected to
develop further by integrating biometrics and blockchain capabilities.
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